CiITY NATIONAL BANK

N8 AN RBC COMPANY

RBC,

PAYMENT
SECURITY
TOKENS

City National Business Suite® and Business Essentials User Guide
March 2021

The information contained in this document is confidential and only for the
intended recipient. It may not be used, published or redistributed without
the prior written consent of City National Bank.

City National Bank Member FDIC.
City National Bank is a subsidiary of Royal Bank of Canada.
©2021 City National Bank. All Rights Reserved



CiITY NATIONAL BANK

AN RBC COMPANY

Contents
T a1 0o 18 ox 1o o FAR PRSP TUPPPPT 3
HOW tO aCtivate YOUTr SECUNLY TOKEIN ... ..... uiii it eee ettt ettt e e e ettt e e e e e et e et etb e e e e e e e e eeetnaa e e e eeees 3
HOW 10 USE YOUI SECUNLY TOKEI ... et it et e e e e e e e et e e et e e et e e et e e et e e e et e e e s e e ean e e eanaeeannans 4
How to safeguard your security tOKeN and PASSCOUES. ........cceiiiiiiiiiiiie ettt ettt e e e e e e 6
Alternative Symantec VIP Access App, aka a Mobile Soft TOKEN ...........ccoiiiiiiiiii e, 7
Token Administration (Service AAMINISITALOIS) ........ccoiiiiiiiiii et e e e e e e e e e e e eeeeaan s 9
Set up Security Tokens for Payment APPIrOVELN USEIS .......couuiiiii et e e e e e e et e e e e e e eaaaeees 9
Disconnecting Security TOKENS frOM YOUI USEI'S .......ccoiiiiiiiiiiie ettt e e e e e e et e e e e e eeennees 11
Frequently ASKE QUESTIONS. ... ...t e e e e e e e e e e e et e e et e e e et e e e aa e e et e e e st e e et e e et eeatnaeeanns 11

March 2021 - Payment Security Token



CiITY NATIONAL BANK ,

AN RBC COMPANY

Introduction

To ensure the security of wire and ACH payment transactions, all City National Business SuiteS™
users responsible for approving such payment transactions must have a security token device in
order to generate and then enter a security passcode before the transaction can be sent. These
passcodes are one-time-use.

City National will provide security tokens to your Client Administrator who will then be responsible
to distribute them to each user with the payment approval responsibility. This guide covers how to
activate and use your security token as well as best practices for safeguarding it.

£

-

How to activate your security token

1. Select My Profile from the upper right header.

2. Complete the My Profile verification process. This if for your security since sensitive
information can be updated from within My Profile.

3. Select Token from the left navigation of My Profile.

4. Enter your Business Suite password, your Token device Serial Number and the Token
Passcode on the device. The Token Passcode is a code that changes every 30 seconds.
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My Profile Sign Out

Home | AccountServices ~ | Payments and Transfers - | Deposit Services ~ | Fraud Control ~ | Admin -

My Profile

Personal Information
Alerts
Security Questions

Settings

Token

Last signed in: July 23, 2020 12:27 PM.

Identity confirmed! You have 07 : 08 minutes remaining to make edits

Review and manage your tokens. You can activate your token using token requirements.

TOKENS
View, add or activate your tokens

Manage Tokens

Password Token Serial Number Token Passcode

Save Cancel

Upon successful activation, you will receive a Confirmation message that your token is activated.

My Profile

Personal Information
Security Questions
Settings

Alerts

Token

Last signed in: July 18, 2019 3:16 PM.

Identity confirmed! You have 05 : 15 minutes remaining to make edits

Tokens

Activate or view your tokens

+ Success! Your token has successfully been activated. X
All tokens:
AVT940717398 ENABLED
SYMC55883116 ENABLED

Activate Token

How to use your security token

All Wire and ACH payments must be validated during the approval process with a one-time-use

security token passcode. The following instructions explain how to use your security token

passcode to approve a payment.
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1. Inthe Payments List, once a payment is in Entered status, it must then be
approved. To approve a payment, select Approve from an individual
transaction’s dropdown. Or, select multiple payments in Entered status and
then select the Approve button at the bottom of the list.

Payments

2 07/22/2019 08:59 AM

+ Add a New Payment 4 Quick Entry < File Import [l Export & Print

Filter | Select fields - Payments Requiring Approval  «
All Actions Status Value Date Payment Type Beneficiary Credit / Debit Amount ccy Debit Account Number | w
d View ~ Entered 07/25/2019 Wire - Domestic RECURRING ... Credit 215.19 usb 101120783
d View ~ Entered 07/22/2019 Wire - Domestic RECURRING ... Credit 1,234.56 usb 101120775
View ~ Entered 07/22/2019 Wire - Domestic Process Previo Credit 100.00 usb 101120775
View | Approve 07/22/2019 Wire - Domestic Process Next B Credit 100.00 usD 101120775
Delete
View! 06/26/2019 NACHA File Import MULTI Credit 101.10 usD 101120775
Modify
- Reject '
Viewifig 1-5 of 5 records Display| 50 ~ |perpage ¢ Page| 1 ~ |of1 >
| Approve | | Unapprove ‘ ‘ Reject ‘ ‘ Delete ‘

Note: in some cases, if your company does not require Dual Approval (i.e., you can approve your
own payments), then you will be prompted during the initial payment submission to enter your
token passcode.

2. Upon selecting Approve, you will receive a prompt for a token passcode.
Enter the 6-digit security passcode from your security device. Then click OK.
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Note: the security passcode changes every 30 seconds.

Token Validation

Please enter a valid token
passcode

123456 ‘

Validate Cancel

3. If the Passcode validation and approval completes successfully, you will
receive a green confirmation message listing the payments approved
successfully. If it does not complete successfully, you will receive a red error
message. Review the error message, if it reads “Token challenge did not
complete successfully”, you may have entered the token passcode incorrectly
and you may need to try again.

How to safeguard your security token and passcodes

As a user responsible for approving payment transactions via City National Business Suite, it is
important to understand how to safeguard your security token and its passcodes. Please review
the following guidelines.

1. Use the security token passcode only for its appropriate function.

Once your security token is successfully activated, its passcode should only be
used for the approve step and on the screen above designed for entering
passcodes during the payment transaction workflow.

Note: Certain malware enables fraudsters to place a security token passcode
entry field on the login screen, thus you should NEVER ENTER A
PASSCODE AT LOGIN. It would mean that you have malware on your
computer. And fraudsters could then retrieve your passcode, take over your
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user session, and use it to submit a fraudulent transaction.

2. Carefully secure your security token and all of your computer and mobile
devices.

To safeguard your security token and all devices used for banking activities,
follow these recommended rules:

e Keep your security token locked or hidden.

e Password-protect your computer and mobile devices.

3. Report lost or stolen security tokens immediately.

If you lose your security token or suspect it has been stolen, notify your Client

Administrator immediately. Your Client Administrator will then be able to notify
City National, who can delete the security token from your Business Suite user
profile, so that it can no longer be used for payment transaction approval.

4. Return your security token if no longer in use.

If your job function changes or you leave your company, be sure to return your
security token to your Client Administrator who can work with City National to
delete the security token from your Business Suite user profile.

Alternative Symantec VIP Access App, aka a Mobile Soft Token

Hard tokens are City National's standard token device. However, you may opt to use the Symantec
Mobile App available in the iPhone and Android App Stores.

Instruct users to download the free Symantec VIP Access Mobile App.

Within the App Store, search for Symantec VIP Access and select Get Button.

Note: Instruct your users to password-protect or otherwise secure their mobile phones when using
the mobile security token.
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VZW Wi-Fi ¥ 4:01 PM 27% 54

Q, Symanted VIP Access @ Cancel

Business GET
b8 %0

j VIP Access for iPh...

SHC 12343078 954616 §

\\
116889 |

(

994793

@

799035

864302 h

Access the VIP Access App from the mobile phone

For instructions on how to activate and safely manage their mobile security token, refer your
users to the instructions above.
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Bank Sites

Token Administration (Service Administrators)

As your company’s Business Suite Service Administrator, you play a critical role in the proper
implementation and maintenance of security tokens used for the approval of Wire and ACH

payment transactions.

Set up Security Tokens for Payment Approver Users
When creating a new user with the function to approve Wire and ACH payments, the user must also

be entitled for tokens.

1. Request security tokens
We will FedEx you the number of security tokens you request as a part of the enrollment process

To request additional security tokens, please contact Treasury Management Client Services at
(800) 599-0020 between 5:30 a.m. and 7:00 p.m. Pacific Time Monday through Friday.

2. Entitle all Wire and ACH approvers with Tokens.
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Assign Roles and Services

Demo User Manage Administrative Permissons

User 10; DEMOUSERZ
# Business Suite
Business Bill Pay
# Token
E-Deposit
ACH Positive Pay

ARP Reports

_‘pl -

Users are entitled for tokens during the Assign Roles and Services step.
Assign Token to users with approve permissions for Wires and/or ACH.
Ensure users that should approve payments have the “Approve” entitlement.

o = 5

et Parmission A13gn Accounts Apply Limity
¥ Sadect Payment Typss
*  Assign Payment Famissions
Payment Settings
Adyal seiect benefioeres Pom Contect Cenfor for Tagreasts Teraplitas
1= Assign Perrisshons | Sy Eacn Baymen Grogp | By ST FIymenr Ty
@ Saber
Vinas ar
Tkt A,
et
o Fraw Foam
# Y # Blasace @ Moddy @ Repar| o A - i @ View @ Misige @ Apor
ingams
@ Wi 3 - = Hop # A
Templates
# View @ blasage (G Appeoes
Fras Form
# View @ Masage] @ Appooes
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3. Provide the user with the token device
For instructions on how to activate and safely manage their security tokens, refer your users to the
instruction above.

4. Five active tokens, per user, is the limit.

Active tokens can be a combination of hard and soft tokens. If five active tokens are listed under
the user’s profile, the page will not display “activate token” link until they disable an active token.

Disconnecting Security Tokens from your Users
If a user no longer requires a security token, the security token may be disconnected from

the user. Disconnected security tokens may be reassigned to new users.

1. Deactivate or remove Wire and/or ACH payment approve permissions
Deactivate the user or remove their payment permissions as appropriate.

2. Request that the security token(s) be deleted from the user
Contact Treasury Management Client Services to request that all security tokens be deleted
from the user. Client services will delete tokens from the user’s profile.

3. Re-activate the security token for a new or different user - If you still have the token, you can
provide the security token to a new user by following set up procedures above.

Important note:
To safeguard the security tokens and all devices used for banking activities, instruct your
users to keep their security token locked or hidden, and to password-protect their

computers and mobile phones.

Frequently Asked Questions

What is a security token?

A security token is a device or application that provides a one-time passcode for use with online
transactions. Because a passcode cannot be re-used, it is more secure than using just a user ID
and password at login that could be obtained by fraudsters in a variety of ways and then re-used
to access your service. Physical or hard tokens are City National’s standard token device.
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May | opt out of using a security token?

No, a security token must always be used by Business Suite users who are responsible for
approving wire and ACH payments.

Is there a soft token mobile app option?

Hard tokens are City National’s standard token device. However, users may opt to also use
the Symantec VIP Access Mobile App available in the iPhone and Android App Stores.

Do | need to securely store my security token?

Yes, you should safeguard your security token and all devices used for banking by locking or
hiding your security token and by password/PIN-protecting your computer and mobile devices.

Can security tokens be shared?

No, you should not share your security token. Each user who requires a security token for payment
approval should be provided his or her own individual security token. Please note there is no
charge for additional security tokens.

Is there a limit for how many tokens | can have?
Yes, there is a limit of 5 active tokens, per user, that can be a combination of hard and soft tokens.

When do | use the security token?

Every time you approve a wire or ACH payment transaction, the Business Suite service will
prompt you for a “PASSCODE.” Enter the six-digit one-time Passcode from the security token.
For further assistance, refer to the procedures above.

Will my pop-up blocker affect my ability to use the security token?

Yes, the “Enter your PASSCODE” window is a pop-up, so if you normally block these, you will
need to add Business Suite as a “trusted site” for the browser(s) you use.

What do | do with my physical or hard security token if | leave my job?

Return the security token to your Client Administrator.
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What do | do if | my security token is lost, stolen or damaged?

If you believe that your security token is lost, has been stolen or is damaged or your mobile device
with the Symantec VIP Access app has been lost or stolen, inform your Client Administrator
immediately. Your Client Administrator can then contact City National Client Services to disconnect
the security token from your user profile and provide you with a new security token.

When do | use the security token?

Every time you approve a wire or ACH payment transaction, the Business Suite service will
prompt you for a “PASSCODE.” Enter the six-digit one-time Passcode from the security token.
For further assistance, refer to the procedures above.

Will my pop-up blocker affect my ability to use the security token?

Yes, the “Enter your PASSCODE” window is a pop-up, so if you normally block these, you will
need to add Business Suite as a “trusted site” for the browser(s) you use.

What do | do with my physical or hard security token if | leave my job?

Return the security token to your Client Administrator.

What do | do if | my security token is lost, stolen or damaged?

If you believe that your security token is lost, has been stolen or is damaged or your mobile device
with the Symantec VIP Access app has been lost or stolen, inform your Client Administrator
immediately. Your Client Administrator can then contact City National Client Services to disconnect
the security token from your user profile and provide you with a new security token.
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